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Installation de DVWA sur Kali Linux

1. Présentation

Installer, configurer et dépanner DVWA (Damn Vulnerable Web Application) sur Kali Linux afin de réaliser
des exercices de sécurité web.

Contexte
e Cours / Formation : U7 Cybersécurité
o Date:03/03/2026
e Type : Individuel

e Durée: 2h

2. Pré-requis
o Kali Linux a jour
« Compte avec droits sudo

« Connexion Internet
3. Installation des dépendances (LAMP)
* Mise ajour et installation des paquets nécessaires :

sudo apt update && sudo apt install -y apache2 mariadb-server php php-mysqli php
-gd php-xml php-mbstring git

o Activation des services :
sudo systemctl enable --now apache2 mariadb

Capture - Installation des dépendances
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4. Téléchargement et mise en place de DVWA

Se placer dans le dossier web :
cd /var/www/html

Cloner le dépbt :

sudo git clone https://github.com/digininja/DVWA.git
Modifier le propriétaire :

sudo chown -R www-data:www-data DVWA

Capture - Dossier DVWA créé
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/var /wmi /html

[ /var/www /html]
sudo ithub.com/digininja/D
oning into
mote

/11), done.
Total 567 reused 12 (delta 12), pack-reuse 5653 (from 3

), 2.72 MiB 890.00 KiB/s, done.
done.

[ /var/www/html ]
R www-data:ww-data DVIWNA

[ /var/ww /html]
index.html index.nginx-debian.html

[ /var/www /html]

5. Configuration initiale

Accéder au dossier config :

cd /var/www/html/DVWA/config
Copier le fichier :

sudo cp config.inc.php.dist config.inc.php
Modifier le fichier :

sudo nano config.inc.php

Vérifier les paramétres :

$ DVWA['db_server'] '127.0.0.1";
$ DVWA['db _database'] = 'dvwa';
$ DVWA[ 'db user'] 'dvwa’';
$ DVWA[ 'db _password"'] 'dvwa’';

Capture - Fichier config.inc.php modifié

# See README.md more information on this.
— 2 |:‘

6. Création de la base de données

Connexion a MariaDB :
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sudo mysql -u root
Dans le shell MariaDB :

DROP DATABASE IF EXISTS dvwa;
DROP USER IF EXISTS 'dvwa'@'localhost';

CREATE DATABASE dvwa;

CREATE USER 'dvwa'@'localhost' IDENTIFIED BY 'dvwa';
GRANT ALL PRIVILEGES ON dvwa.* TO 'dvwa'@'localhost';
FLUSH PRIVILEGES;

EXIT;

Capture - Création base et utilisateur

kali@kali: fvarfwww/html/DVWA/config

Session Actions Edit View Help

= Sud root

Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 31

Server version: 11.8.5-MariaDB-4 from Debian -- Please help get to 18k stars
at https://github.com/MariaDB/Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or ‘\h' for help. Type '\c' to clear the current input statement

MariaDB [(none)]> DROP DATABASE IF EXISTS dvwa;
Query OK, @ rows affected, 1 warning (0.001 sec)

MariaDB [(none)]> DROP USER IF EXISTS "dvwa'@’localhost’;
Query OK, @ rows affected, 1 warning (0.017 sec)

MariaDB [(none)]> CREATE DATABASE dwvwa;
Query OK, 1 row affected (0.001 sec)

MariaDB [(none)}]> CREATE USER 'dvwa'@®'localhost’ IDENTIFIED BY ‘dvwa’;
Query OK, @ rows affected (0.002 sec)

MariaDB [(none)]> GRANT ALL PRIVILEGES ON dvwa.* TO "dvwa'@'localhost’;
Query OK, @ rows affected (0.003 sec)

MariaDB [(none)]> FLUSH PRIVILEGES;
Query OK, @ rows affected (0.001 sec)

MariaDB [(none)]> EXIT;
Bye

(On saute I'import du schéma)
Remarque :

Dans cette version du TP, I'import manuel du fichier dwa.sql n'est pas nécessaire. L'initialisation de la
base se fait automatiquement via l'interface web.

7. Initialisation via l'interface DVWA

1. Ouvrir le navigateur
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2. Accédera:
http://localhost/DVWA/

3. Cliquer sur Setup

4. Cliquer sur Create / Reset Database
Cela permet :

o La création automatique des tables
¢ L'initialisation compléte de la base

Capture - Page Setup DVWA

localh

-8 Import bookmarks OffSec KaliLinux & KaliTools = KaliDocs & Kali Forums e\ Kali NetHunter #% Exploit-DB Google Hacking DB
nsialea
PHP module pdo_mysqg: Installed

Database
Backend database: MySQLIMariaDB
Database usemame: dvwa
Database password: =

Database Gatabase: dvwa

Database host: localhost

Database port: 3306

AP
This section is only impertant if you want to use the API modute
Vendor files installed: Not Installed

For information on how to install these, see the

Status in red, indicate there will be an issue when trying to complete some modules

If you see disabled on either aflow_url_fopen or aliow_urf_include, set the following in your php.ini file and restart
Apache

allow url fopen = On
allow url_include = On

These are only required for the file inclusion labs so unless you want to play with those, you can ignore them.

| Create / Reset Database |

Username: admin
Security Level: Security Level: impossible
Locale: en

SQLI DB: mysql

Capture - Message de succés aprés Create / Reset Database

localhost,

-8 Import bookmarks... OffSec KaliLinux # KaliTools < KaliDocs & Kali Forums & Kali NetHunter Exploit-DB Google Hacking DB

Database has been created.

‘users' table was created

Data inserted into 'users’ table.
Added role column to users table.
Updated admin user role.
“access_log' table was created.
“securlty_log' table was created
‘guestbook’ table was created.
Data inserted into 'guestbook’ table.

Backup file /config/config.inc.php.bak automatically
created

Added account_enabled columns to users table

Setup successfull

Username: admin
Security Level: Security Level: impossible
Locale: en

SQLI DB: mysgl
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8. Configuration PHP (uniquement si nécessaire pour le debug)

A utiliser seulement en cas d'erreur (page blanche / erreur PHP).

sudo sed -i "s/display errors = .*/display errors = On/" /etc/php/*/apache2/php.

ini
sudo sed
2/php.ini

sudo systemctl restart apache2

Aprés le debug, remettre :

sudo sed -i "s/display errors = .*/display errors = 0ff/" /etc/php/*/apache2/ph

p.ini

sudo systemctl restart apache2

9. Vérification finale

Connexion a DVWA :

http://localhost/DVWA/

Identifiants :

admin
password

Capture - Dashboard DVWA fonctionnel
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‘Open HTTP Redirect |
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Welcome to Damn Vulnerable Web Application!

Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vuinerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web
developers better understand the processes of securing web applications and to aid both students & teachers to
learn about web application security in a contralled class room environment.

# Exploit-DB % Google Hacking DB

The aim of DVWA is to practice some of the most common web vulnerabilities, with various levels of
difficultly, with a imple straightforward interface.

General Instructions

1tis up to the user how they approach DVWA. Either by working through every module at a fixed level, or
selecting any medule and working up to reach the highest level they can before moving onto the next one. There
is not a fixed object to complete a module; however Users should feel that they have successfully exploited the
system as best as they possible could by using that particular vulnerability.

Please note, there are both and ies with this software. This is
intentional. You are encouraged to try and discover as many ISSues as possible

There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerability.
There are also additional links for further background reading, which relates to that security issue

WARNING!

Damn Vulnerable Web Application is damn vulnerable! Do not upload it to your hosting provider's public
htmi folder or any Internet facing servers, as they will be compromised. It is recommend using a virtual
machine (such as ), which is set to NAT networking mode. Inside a guest machine, you
can download and install for the web server and database.

Cryptography

10. Résultat Final

Base créée

e Pas d'import manuel
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« Initialisation via Setup

o Debug PHP seulement si probleme

1. Compétences mobilisées
« Virtualisation
* Base de donnée

« DVWA

12. Conclusion

Installation réussie de DVWA sur Kali Linux avec configuration compléte du serveur Apache, de la base de
données MariaDB et des parametres PHP nécessaires.

Alexis DE JESUS - BTS SIO SLAM
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