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Attaque par Force Brute sur DVWA

1. Présentation

Ce TP consiste a exploiter une vulnérabilité de type Brute Force sur I'application DVWA installée sur Kali
Linux

Contexte
e Cours / Formation : U7 Cybersécurité
o Date:03/03/2026
e Type : Individuel

e Durée: 2h

2. Objectif

« Comprendre le concept de force brute

e Observer le comportement d'un formulaire d'authentification

Exploiter la vulnérabilité en difficulté Low

« Utiliser Burp Suite pour automatiser I'attaque

Analyser les réponses serveur

3. Environnement technique
* VM Kali Linux
« DVWA installé en local
e Apache démarré
e MariaDB démarré
e Outil : Burp Suite
Identifiants :
e Kali: kali / kali
e DVWA : adnin / password
4. Mise en place de I'environnement
Démarrage des services :
sudo systemctl start apache2
sudo systemctl status apache2
sudo service mysql start

sudo service mysql status

Accés a DVWA :
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http://localhost/setup.php

Initialisation de la base si nécessaire.

Capture - Page login DVWA

e >

-8 Import bookmarks...

Kali Linux g KaliTo

localhost,

Kali Docs % Kali Forums o\ Kali NetHunter Exploit-DB Google Hacking DB

P
DVWA

Username

admin

Password

[ Login]

logged out

Damn Vulnerable Web Application (DVWA)

5. Configuration du niveau de sécurité

Connexion avec :

admin
password

Navigation :

DVWA Security — Sélectionner Low - Submit

Capture - Niveau Security Low

localhost,

-8 Import boo

Home
Instructions
Setup / Reset DB

Brute Force
Command Injection
CSRF

File Inclusion

File Upload
Insecure CAPTCHA
SQL Injection

SQL Injection (Blina) |

KaliLinux & Kali Tool

ali Docs ¥ Kali Forums ¢\ Kali NetHunter

oA

DVWA Security *

# Exploit-DB cking DB

Security Level
Security level is currently: low.

You can set the security level to low, medium, high or impossible. The security level changes the vulnerability
level of DVWA:

1. Low - This security level is completely vulnerable and has no security measures at all. Its use is to be
as an example of how web application vulnerabilities manifest through bad coding practices and to serve
as a platform to teach or leam basic exploitation techniques.

Medium - This sefting is mainly to give an example to the user of bad security practices, where the
developer has tried but failed to secure an application. It also acts as a challenge to users to refine their
exploitation techniques.

High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
practices to attempt to secure the code. The vulnerability may not allow the same extent of the
exploitation, similar in various Capture The Flags (CTFs) competitions.

M

@

Weak Session IDs
XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass
JavaScript Attacks
Authorisation Bypass
Open HTTP Redirect

Cryptography |
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4, - This level should be secure against all vulnerabilities. It is used to compare the vulnerable
source code to the secure source code.
Prior to DVWA v1.9, this level was known as ‘high’.

[ Low Submit |

Additional Tools

. - View access logs for the Broken Access Control vulnerability

Security level set to low



6. Observation du comportement (phase reconnaissance)
Aller dans :
Vulnerability — Brute Force
Tester manuellement :
e admin / password
¢ admin / mauvaispassword
Observer :
« Messages d'erreur
« Différences de comportement
* Réponses serveur

Cette étape permet de comprendre le fonctionnement du systéme avant automatisation.

7. Analyse du code et découverte d'informations
Utiliser :
Clic droit - Inspecter (Inspect Element)

Repérer :
src=/hackable/users/admin. jpg

En accédant a:
http://localhost/hackable/users/

On découvre plusieurs utilisateurs
e admin

« gordonb

* pablo

e smithy

e 1337

Capture - Index of /hackable/users
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localhost,

Kali Linux Kali Te

Docs ¥ Kali Forums @\ Kali NetHunter

Exploit-DB

gle

Hacking DB

Name Last modified Size Description

4 Parent Directory -
1337.jpg 2026-03-03 05:30 3.6K
admin. jpg 2026-03-03 05:30 3.5K
gordonb.jpg 2026-03-03 05:30 3.0K
pablo jpg 2026-03-03 05:30 2.9K
smithy.jpg 2026-03-03 05:30 4.3K

Apache/2.4.66 (Debian) Server at localhost Port 80

8. Introduction a Burp Suite
Ouvrir Burp Suite.
Dans l'onglet Proxy :
o Veérifier que "Intercept is off"”
o Cliquer sur "Open Browser"
Ajouter la cible au scope :
Target - click droit — Add to scope

Capture - Burp Proxy ouvert

Index of /DVWA/hackable/users

Burp  Project Intruder Repeater View Help Burp Suite Community Edition 2025106 - Temporary Project o x
Dashboard  Target  Proey  Intruder  Repeater  Collaborator  Sequencer Decoder  Comparer  Logger  Organizer  Extensions  Lean @ ©
Intercept HTTPhistory WebSockets history Match andreplace {8} Proxysettings.
(®  Loggingof out-of-scope Proxy traffic s disabled Re-enable X
V Filter settings: Hiding €SS and image content; hiding specific extensions @ Fiteron @ i
# . Host Method  URL Params Edited Statuscode Length MIMEtype Extension Title Notes s P Cookies. Time
1 https//www.googlecom  GET  /warmuphtml 404 1782 WML himl Error 404 (Not Found)!1 v 14225139100 0649213
2 hitpsi//www.googlecom  GET __jwarmup html 404 1782 WML html Error 404 (Not Found)!1 v 14225139100 06:49:593
3 GET___[DVWA 200 7193 HIML indexof [DVWAThack.. 27,001 0652043
@M=" | nepector T X g
Request Response
Pretty  Raw  Hex n Pretty  Raw  Hex  Render n Request attributes : v 3
1 GET /DWWA/hackable/users/ HTTP/1.1 1 HTTP/L.1 200 OK E
2 Host: localhost 2 Date: Tue, 03 Mar 2026 11:52:04 GMT Request headers 4 ~ @8
3 sec-ch-ua: "Not_4 Brand";v="99", "Chromium";u="142" 3 Server: Apache/2.4.65 (Debian) -
4 sec-ch-ua-mobile: 70 4 Vary: Accept-Enceding
5 sec-ch-ua-platform: “Linux" S Content-Length: 1965 Response headers » -
& Accept-Language: en-US,en;q=0.9 6 Kesp-Alive: tineout=5, max=100 ®
7 Upgrade-Insecure-Requests 7 Connection: Keep-Alive
8 User-Agent: Mozilla/5.0 (X11; Linux x86_64) 8 Content-Type: text/html;charset=UTF-8 z
ApplewebKit/S37.36 (KHTML, like Gecko) Chrome/142.0.0.0 9 =
Safari/537.36 10 <IDOCTYPE html PUBLIC "-//WSC//DTD XHTHL 1.0 2
S Accept Transitional //EN"
text/html,application/xhtnl+xnl, application/xnl;q=0.9,inage/a 11 "http://www.w3 ora/TR/xhtml1/DTD/xhtnl1-transitional ,dtd"=>
vif,inage/webp, inage/apng, */+;q=0,8,application/signed-exchan |12 <htul xmlns="Rttp://ww.v3,org/1999/xhtml >
9e;u=b3;4=0.7 15 <head>
10 Sec-Fetch-Site: none 14 <neta http-equivs"Content-Type" content="text /hinl;
11 Sec-Fetch-Mode: navigate charset=UTF-8" /
12 sec-Fetch-User: 71 15 <title=
15 Sec-Fetch-Dest: document Index of /DWWA/hackable/users
14 Accept-Encoding: gzip, deflate, br </title=
15 Connection: keep-alive 16 </head>
Q& <> £ ohighlighs | (D & (€[> £ ohighlights &
Eventlog()®  Allissues @® Memory: 138.0MB *{ Disabled

9. Capture du paquet Login
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Dans le navigateur Burp :

Faire un login normal.

Dans Burp :

Proxy — HTTP History

Identifier le paquet responsable du login
Click droit — Highlight

Click droit — Send to Intruder

Capture - Paquet responsable du login

EJ cup Project Intruder Repeater View Help Burp Suite Community Editionv2025.10.6 - Temporary Project = [m] X
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions. Learn ()
Intercept HTTPhistory ‘WebSockets history Match and replace {8} Proxysettings

(@  Loggingof out-of-scope Proxytrafficis disabled Re-enable X
'V Filter settings: Hiding CSS and image content; hiding specific extensions @ Filteron H
£ Host. Methed URL Params Edited Statuscode  Length MIMEtype Extension Title Notes s 1P Cookies Time

25 hup:fflocalhost POST  JDVWAJlogin.php v 302 482 HTML php 127.0.01 PHPSESSID=al3e... 07:06:53:

26 http:/flocalhost GET /DVWA/index.php 200 6857 HTML php. Welcome :: Damn Vul. 127.0.01 07:06:537

2 hitp:/flocalhost GET /DVWAvulnerabilities/brute/ 200 s1e HTML Vulnerability: Brute Fo. 127.0.01 07:07:01

28 http://localhost GET JovwAJvulnerabilities/brutef 200 sng HTML Vulnerability: Brute Fo.. 127.0.01 07:07:12%

29 http:/flocalhost POST  /DVWA/vulnerabilities/brute/ v 200 5367 HTML Vulnerability: Brute Fo. 127.0.01 PHPSESSID=516c... 07:07:271

30 hitpSflocalhost GET  IDVWAJsecurity.php 200 5516 HTML php DVWA Security :: Dam. 127.0.0.1 07:10:153

37 http/flocalhost POST  /DVWAJsecurity.php M 302 498 HTML php 127.0.0.1 security=low; PH... 07:10:24

38 hup:fflocalhost GET  /DVWAJsecurity.php 200 5584 HTML php DVWA Security : Dam.. 127.0.01 07:10:24 3

39 hitp:/flocalhost POST  /DVWA/security.php v 302 497 HTML  php 127.0.01 security=low; PH... 07:10:272

40 http:!flocalhost GET  IDVWAJsecurity.php 200 5584  HTML php DVWA Security :: Dam. 127.0.0.1 07:10:273

Rl http:/flocalhest GET /D 200 5010 HTML Vulnerability: Brute Fo.. 127.0.01 07:10:313

47 hitpflocalhost GET___JDVWAJvulnerabilii 52 300 5106 FTML Brute Fo. 177.0.01 07:10:40

== gpector I X | a

Request Response
Pretty Raw Hex 2@ v = Pretty Raw Hex Render N = | Requestattributes 2 ~ 7

1 GET /DVWWA/vulnerabilities/brute/7username=adnin&password= 1 HTTR/1.1 200 OK E

password&login=Login HTTP/1.1 2 Date: Tue, O3 Mar 2026 12:10:40 GMT Request query parameters 3 ~ 8

2 Host: localhost 3 Server: Apache/2.4.66 (Debian) -
3 sec-ch-ua: "Not_A Brand" ", “Chromium* "142" 4 Expires: Tue, 23 Jun 2009 12:00:00Q GMT

4 sec-ch-ua-mobile: 70 S Cache-Control: no-cache, nust-revalidate Request cookies B i

S sec-ch-ua-platform: “Linux" & Pragma: no-cache B
5 Accept-Language: en-US,en:q=0.9 7 Vary: Accept-Encoding Request headers % v

7 Upgrade-Insecure-Requests: L 2 Content-Length: 4778 z
8 User-Agent: Mozilla/5.0 (X11; Linux xB6_64) S Keep-Alive: timeout=5, max=100 2

ApplewebKit/537.36 (KHTHL, like Gecko) Chrome/142.0.0.0 10 Connection: Keep-Alive Response headers o v |8
Safari/s37.36 11 Content-Type: text/html;charset=utf-8
9 Accept 12
text/html,application/xhtml+xnl,application/xml ;q=0.9,image/a 13 <!DOCTYPE html=
vif,image/webp,image/apng, */*;q=0.8,application/signed-exchan 14
ge;v=b3;0=0.7 15 <html lang="en-GB"=

10 Sec-Fetch-Site: same-origin 16

11 Sec-Fetch-Mode: navigate 17 <head=

12 Sec-Fetch-User: 71 18 <neta http-equiv="Content-Type" content="text/htnl;

13 Sec-Fetch-Dest: document charset=UTF-8" />

14 Referer: http://localhost/DVWWA/vulnerabilities/brute/ 19

@@ <= £|  ohighights | @ €[« £ ohighlights o
Eventlog(1)®  Allissues @ Memory:1283M8 “¢ Disabled | +

10. Configuration de I'attaque (Intruder)

Dans l'onglet Intruder :
Attack type — Cluster Bomb

Définir les variables :

username=8§adming§
password=§password§

Supprimer les autres §.

Capture - Cluster Bomb Attack
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@& <>

Eventlog(1)®  Allissues

B oup Poject Intruder Repeater View Help Burp Suite Community Edition v2025.10.6 - Temporary Project

Dashboard ~ Target  Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  logger  Organizer  Extensions  Leam

i P -+

@ | Clusterbombattack IR © startattack Payloads

Target | htp:/localhost Update Host header to match target

Positions | Add§ Clears Autos

1 GET /DWA/vulnerabilities/brute/ i dSLogin=Login HTTP/1.1

2 Host: localhost

= User-Agent: Mozilla/s.o

4 Accept: text/html

S Referer: http://localhost/DVWA/vulnerabilities/brute/ .
& Cookie: PHPSESSID=516c7chb078058ebecafocfa7oc7152d; security=low

7 Connection: close|

Payloads

Toget started, highlight the part of the request or
targetyouwant toreplace, then clickAdd § to seta
payload position,

Learn more

Don't show this again

Close

| ohighlights  0payloadpositions | Length: 291

@ Memory:1333MB

speoyled @

@

100d aounosay

sbunas @&

*¢ Disabled  ~

@

11. Configuration des Payloads

Payload 1-Username
Payload set : 1
Payload type : Simple list
Ajouter :

e admin

e gordonb

* pablo

e smithy

e 1337

Image
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Burp Project Intruder Repester View Help Burp Suite Community Edition v2025.10.6 - Temporary Project = [m] X
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn [l
12 x + JoIPN
@ | clsterbombartack < Payicads "I x g

b
Payload position: | 1-admin MR
Target | hitpi//localhost Update Host headertomatchtarget | poicadiype: | Simple st = g
Payloadcount: &
Positions. Add§ Clears Auto§ Requestcount: &
¢
1 GET /DWWA/vulnerabilities/brute/? hdni d5&Login=Login HTTP/L.1 Payload configuration &
> ]
2 Host: localhost =
3 User-Agent: Mozilla/S.0 8
4 Accept: textshtnl “This payload type lets you confiqure a simple list of strings that are used as payloads. 5
S Referer: http://Localhost/DVWWA/vilnerabilities/brute/ s
Cookie: PHPSESSID=516c7cbb078038ebec8f6cfB70c7152d; security=low Paste -g
7 Connection: close admin 2
Load. gordonb
Remove abld
smithy @
Clear 1337
0
Deduplicate L3
=
Add
Addfrom list... [Pro version only] ~
Payload processing ~
You candefine various pr itis
use
Add Enabled Rule
Edit
Remove
up
O IIES P | 1highlight = 1payloadposition  Length: 281 @
own
Eventlog®  Allissues @ Memory: 118.5MB. * Disabled |~

Burp  Project Intruder Repeater View Help Burp Suite Community Editionv2025.10.6 - Temporary Project - a x
Dashboard ~ Target  Proyy  Intruder  Repeater  Collaborater  Sequencer  Decoder  Comparer  Logger  Organizer  Edtensions  Leamn ® ©
12 x + FIPN
@ | clstersombatack v Payloads “ID x g

b
Payload position: | 2 - password \/ g
Target | http:/localhost Update Host header tomatch target Payload type: Simplelist - g
Payloadcount: 203,808
Positions | Add§ Clears Auto§ Requestcount: 1,222,848
[C
1 GET /DWA/vulnerabilities/brute/ i aLogin=Login HTTP/1.1 Payload configuration o
- 1 F
2 Host: localhost m
5 sec-ch-ua: "Not_A Brand”;v="09", "Chronium";v="142" g
2 sec-ch-ua-nobila: 70 This payload type lets you configure a simple list of strings that are used as payloads. g
5 sec-ch-ua-platform: "Linux" I
& Accept-Language: en-US,en;q=0.9 Paste 1Password B
7 Upgrade-Insecure-Requests: 1 passwerd 2
5 User-Agent; Mozilla/S.0 (XL1; Linux x36_64) AppleWebKit/S37.36 (KHTM, like Gecko) Chrome/142,0.0.0 Load. 123456789

safari/537. 3 a 12345678
9 Accept emove Tqw3edr

text/html,application/xhtml+xnl,application/xnl;q=0.9,inage/avif, inage /webp,inage/apng, */*;g=0.8,applicatio Clear o @

n/signed-exchange;v=b3;q=0.7 aph Ikt
pheveggglitu 0

Sec-Fetch-Site: same-origin Deduplicate || football 3

Sec-Fetch-Mode: navigate 1224567830 ES
2 Sec-Fetch-User: 71 = -1

Sec-Fetch-Dest: document computer

Referer: http://localhost/Dvwa/vulnerabilities/brute/ Add

Accept-Encoding: gzip, deflate,

Cookie: PHPSESSID=516c7cbb078038ebecBf6cf870c7152d; security=low Add from list... [Proversion only] v

Connection: keep-alive

Payload processing ~
Youcandefine various proc itis

Add Enabled Rule

Edit

Remove

U

@S> S| 2highlights 2 payload positions | Length: 820 ®
Down

Eventlog®  Allissues

12. Lancement de |'attaque
Cliquer sur Start Attack
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Analyser :
o Longueur des réponses
¢ Codes HTTP
« Différences dans les réponses réussies

Capture - Résultats Intruder

| B -
B mEPo]-| 2 3 O 4 A 8708 C
I
H Atack Save 2.Intruderattack of http:/flocalhost - o X
9 2. Intruder attack of httpJ/localhost Attack v saev | @ @
Results Positions
7 Capture filter: Capturingallitems Applycapturefiler  §
V Viewfilter: showingallitems bl
2
8
Request Payload1 Payload2 Status code Response recei... Error Timeout  Length Comment kl
64 pablo superman 302 1 243
65 smithy superman 302 1 243
66 1337 superman 302 1 343
&7 internet 302 1 343 C
68 admin internet 302 1 343
6 gordonb internet 302 1 4z E
70 pablo internet 302 1 343 2
n smithy internet 302 0 343 a
g
2
8
@
#
5
b
T20f1222848 @

13. Test en difficulté Medium

Changer niveau :

DVWA Security - Medium

Reprendre I'exercice.

Lire la section "View Help" pour comprendre les changements

Comparer le comportement avec le niveau Low.

14. Outils alternatifs
Rechercher et tester :

o wfuzz

e hydra

Ces outils permettent une exécution plus rapide de I'attaque.

15. Conclusion

Ce TP a permis de comprendre le fonctionnement d'une attaque par force brute sur une application web
vulnérable.

L'utilisation de Burp Suite a permis d'analyser le trafic HTTP, de manipuler les requétes et d'automatiser
les tentatives d'authentification.
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La différence de comportement selon le niveau de sécurité (Low / Medium) montre I'importance des
meécanismes de protection contre les attaques par force brute.

Alexis DE JESUS - BTS SIO SLAM
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