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1. Présentation

Ce TP consiste a installer et configurer le serveur web Apache2 sous Debian, puis a analyser son
fonctionnement interne (fichiers de configuration, modules MPM et processus systéme) .

Contexte
e Formation : BTS SIO
« Module : Administration Systeme
o Auteur : Alexis De Jesus

¢ Environnement : Debian

2. Objectif

o Installer Apache2

« Veérifier son fonctionnement

« Comprendre l'arborescence des fichiers
o Explorer le fichier apache2.conf

o Gérer les modules MPM

« Analyser les processus Apache

w

Environnement technique
e OS:Debian

e Serveur Web : Apache2

« Gestion services : systemctl

o Répertoires : /etc/apache2/, /var/www/html/

« Commandes : apt, hostnamectl, ps, a2query

4. Architecture

Structure principale d’Apache :

/etc/apache2/
— apache2.conf
— ports.conf
— mods-available/
— mods-enabled/
— sites-available/
— sites-enabled/

Apache



Apache

— conf-available/
L— conf-enabled/

5. Installation et configuration

5.1 Mise a jour du systéme

sudo apt update
sudo apt upgrade

Capture - Mise a jour du systéme
|debian@debian:~$ sudo apt update

Idebian@débian:~$ sudb_apt upgrade

5.2 Renommage de la machine

sudo hostnamectl set-hostname apache2

Capture - Commande hostnamectl (page 1)

|debian!}‘debian‘~$ hostnamectl set-hostname apache2

5.3 Installation d’Apache2

sudo apt install apache2 -y

Capture - Installation du paquet apache2

debian@debian:~$ sudo apt install apachez -y

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

5.4 Test de l'installation

Récupération de I'adresse IP :

hostname -I

Accés navigateur :

http://192.168.x.x

Capture - Page “"Apache2 Debian Default Page”

debian@debian:~% hostname -i
TeB0::20c:297T: Te96:aade%ens33 192.168.154.129



£ Not Secure 192.168.154.

Apache2 Debian Default Page

b
This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server installed

at this site is working properly. You should replace this file (located at /var/www/html/index.html})
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview

Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

5.5 Localisation des fichiers Apache

whereis apache2

Capture - Résultat whereis apache2

debian@debian:~$% whereis apache2
apache2: fusr/sbin/apache2 /usr/lib/apachez /etc/apachez /usr/share/apache2 /usr/share/man/man8/apache2.8.9z

6. Exploration de la configuration

6.1 Fichier apache2.conf

cat /etc/apache2/apache2.conf

Capture - Contenu apache2.conf

|dehian@dehian: /etc !apachez‘S cat apache2.conf

# It is split into several files forming the configuration hierarchy outlined
# below, all located in the /fetc/apache2/ directory:
#
/etc/apache2/
| -- apache2.conf
| ‘-- ports.conf
| -- mods-enabled
| |-- *.load
| “-- *.conf
|-- conf-enabled
‘-- *.conf
-- sites-enabled
“-- *.conf

.
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6.2 Contexte Directory

1s -al /etc/apache2/

Capture - Liste des dossiers apache2

total 96
dIwxr-xI-X% 8
drwxr-xr-x 121
-IW-I--T--
dIWXT-XT-X
dIwxr-xI-X%
-IW-I--T--
-IW-I--I--
dIwxr-xI-X%
dIwxr-xI-X%
-IW-I--I--
dIwxr-xI-X%

[ary
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dIwxr-xI-X%

root
root
root
root
root
root
root
root
root
root
root
root

root
root
root
root
root
root
root
root
root
root
root
root

debian@débian:Ietcfapache2$ 1s -al

4096 Dec
12288 Dec
7178 Jul
4296 Dec
4096 Dec
1782 Jul
31063 Jul
12288 Dec
4096 Dec

274 Jul
4096 Dec
4096 Dec

04
04
16:
24
04
.18
11:
04
04
16:
04
04

12 .

11
18
12
12

59
12
12
18
12
12

7. Gestion des modules MPM

Modules disponibles :

e mpm_event

e mpm_worker

o mpm_prefork

apache2. conf
conf-available
conf-enabled
envvars

magic

mods -available
mods -enabled
ports.conf
sites-available
sites-enabled

Capture - Liste des modules dans mods-enabled

debian@debian: fetc/apache2$ 1s
access_compat.load
alias.conf
alias.load
auth_basic.load
authn_core. load

authn_file.
authz_core.
authz_host.
authz_user.

mods -enabled/
autoindex.load env.load
deflate.conf filter.load

load
load
load
load

autoindex.conf

deflate.load mime.conf
dir.conf mime.load
dir.load mpm_event.conf

7.1 Désactivation manuelle d'un module

cd /etc/apache2/mods-enabled/
sudo rm mpm_event.conf mpm_event.load

Capture - Suppression module mpm_event

debian@debian:~% cd /etc/apache2/mods-enabled/
debian@debian: fetc/apache2/mods-enabled$ rm mpm_event.conf mpm_event.load

Im: cannot remove 'mpm_event.conf': Permission denied
rm: cannot remove 'mpm_event.load': Permission denied

mpm_event. load setenvif.conf
negotiation.conf setenvif.load
negotiation.load status.conf
reqtimeout.conf status.load
reqtimeout. load

debian@debian: /etc/apache2/mods-enabled$ sudo rm mpm_event.conf mpm_event.load
debian@debian: fetc/apache2/mods-enabled$ I

7.2 Redémarrage et vérification

sudo systemctl restart apache2



ps aux | grep apache2

Capture - Processus arrétés

debian@debian:/etc/apache2/mods-enabled$ sudo service apache2 restart

Job for apache2.service failed because the control process exited with error code.

See "systemctl status apache2.service” and "journalctl -xeu apache2.service" for details.

debian@debian: /etc/apache2/mods-enabled$ sudo ps aux --forest | grep apach[e]

www-data 22522 0.0 0.0 3416 160 ?_ Ss 04:12 ©:00 /usr/bin/htcacheclean -d 120 -p /var/cache/apache2/mod_cache_disk -1 300M -n

7.3 Création de liens symboliques

ln -s [fichier cible] [nom_lien]
sudo systemctl restart apache2

Capture - Création liens symboliques

debian@debian:/etc/apache2/mods-enabled$ sudo 1n -s ../mods-available/mpm_prefork.conf
debian@debian:/etc/apache2/mods-enabled$ sudo 1n -s ../mods-available/mpm_prefork.load
debian@debian:/etc/apache2/mods-enabled$ sudo systemctl restart apache2

debian@debian: /etc/apache2/mods-enabled$ sudo ps aux --forest | grep apach[e]

www-data 22522 ©.0 0.0 3416 160 ? Ss ©4:12 ©:0@ /usr/bin/htcacheclean -d 120 -p /var/cache/apache2/mod_cache_disk -1 3@@eM -n
root 23186 0.0 ©.2 6428 4452 7 Ss  @4:42 ©0:00 /usr/sbinsapache2 -k start

www-data 23187 ©.0 ©.2 7848 4240 ? s ©4:42 ©:0@ \_ /usr/sbin/apache2 -k start

www-data 23188 ©.0 0.2 7848 4272 ? S 04:42 ©:0@ \_ /usr/sbin/apache2 -k start

www-data 23189 0.0 0.2 7848 4272 ? S 04:42 @:@@ \_ /usr/sbin/apache2 -k start

waw-data 23192 ©.0 ©.2 7848 4268 ? s ©4:42 ©0:0@ \_ /usr/shin/apache2 -k start

waw-data 23191 ©.0 0.2 7848 4268 ? s ©4:42 0:00 \_ /usr/sbhin/apache2 -k start

7.4 Activation via script

sudo a2dismod mpm_event
sudo a2enmod mpm_prefork
sudo systemctl restart apache2

Capture - Activation via script

debian@debian:/etc/apache2/mods-enabled$ sudo a2dismod mpm_prefork
Module mpm_prefork disabled.
To activate the new configuration, you need to run
systemctl restart apache2
debian@debian:/etc/apache2/mods-enabled$ sudo systemctl restart apache2
Job for apache2.service failed because the control process exited with error code.
See "systemctl status apacheZ.service" and "journalctl -xeu apache2.service" for details.
debian@debian:/etc/apache2/mods-enabled$ sudo a2enmod mpm_event
Considering conflict mpm_workexr for mpm_event:
Considering conflict mpm_prefork for mpm_event
Enabling module mpm_event.
To activate the new configuration, you need to run
systemctl restart apache2
debian@debian:/etc/apache2/mods-enabled$ sudo systemctl restart apache2
debian@debian: /etc/apache2/mods-enabled$ sudo ps aux --forest | grep apach[e

www-data 22522 0.0 ©.0 3416 160 ? Ss  @4:12  @:0@ /usr/bin/htcacheclean -d 120 -p /var/cache/apache2/mod_cache_disk -1 3@eM -n
root 23291 @.@ 0.2 6716 4652 ? Ss  @4:47  @:00 /fusr/sbin/apache2 -k start

www-data 23292 @.0 ©.5 1212780 11112 ? 51 @4:47 @:0@ \_ /usr/sbin/apache2 -k start

www-data 23293 0.0 ©.3 1212780 7024 ? 51 @4:47 @:0@ \_ /usr/sbin/apache2 -k start

7.5 PID du processus Apache
cat /var/run/apache2/apache2.pid

Capture - PID apache2.pid

debian@debian:~% pidof apache2
23293 23292 23291
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debian@debian:~$ sudo ps aux --forest | grep apach[e]

www-data 22522 .2 ©.0 3416 160 ? Ss  ©4:12 ©0:00 /usr/bin/htcacheclean -d 12@ -p /var/cache/apache2/mod_cache_disk -1 30eM -n
Toot 23291 .0 ©.2 6716 4652 ? Ss  ©4:47  ©0:00 /usr/sbin/apache2z -k start

www-data 23292 .2 @.5 1212780 11112 ? 51 @4:47 @:@@ \_ /usr/sbin/apache2 -k start

www-data 23293 .2 @.3 1212780 7024 ? 51 @4:47 @:@@ \_ /usr/sbin/apache2 -k start

8. Tests et validation
e Acceés a la page web par défaut
» Veérification modules actifs
o Vérification des processus
o Test activation/désactivation MPM

o \Veérification PID

9. Difficultés rencontrées

Probléme Solution
Permission denied Utilisation de sudo
Apache ne démarre plus Recréation des liens symboliques

Conflit entre MPM Désactivation module actif

10. Résultats
« Apache2 installé avec succes
« Configuration comprise
+ Modules MPM maitrisés

¢ Analyse des processus validée

11. Compétences mobilisées
« Administration Linux
o Gestion services systeme
« Configuration serveur web
e Gestion modules Apache

« Diagnostic erreurs

12. Conclusion

Ce TP a permis de comprendre le fonctionnement interne d’Apache?2, son architecture de configuration
ainsi que la gestion avancée des modules MPM.

Il constitue une base essentielle pour la mise en place d'une architecture web compléte (LAMP) et pour
I'administration de serveurs Linux .

Alexis DE JESUS - BTS SIO SLAM
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